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About Datgel Security Tool

The Datgel Security Tool gINT Add-In allows for greater control over editing and deletion of data,
restricts access to gINT commands and hides application groups from users. It allows the database
administrator to build a customisable user interface for gINT based on the needs of particular users.
The security is based on a user group defined for each user and domain or computer combination. The
security definition is made in gINT library tables.

Note: Editing of the library tables are generally restricted to the database administrator to prevent conflicts
and increase project security and integrity.

You need to complete the installation procedure (see Installation and Licensing on page 1) and activate
(see Datgel Product Licensing System User Guide) before you can use the Security Tool.

Support

12 months support and maintenance is included with the license purchase. For technical support
please email support@datgel.com or call +61 2 8202 8600.

System Requirements

gINT
The product runs optimally using gINT 8.2.003 or higher, however it will run using gINT 8.1 or higher.
The product will run using gINT Logs, gINT Logs Plus, and gINT Professional.

Hardware and Operating System

Same system requirements as gINT 8.2, see: http://www.gintsoftware.com/products requirements.html.

Required Windows Components
1. Windows Installer 3.1
2. .NET 3.5 Framework SP1

Conventions and typography used in this guide

Note: Tips and additional Information to help you.

> Used to indicate a series of menu commands.
e.g. Select File > Open.

| Used to indicate a gINT Application Group, Application, Table Group or Table , e.g.
DATA DESIGN | Project Database

Bold Text Iltems you must select, command buttons, or items in a list.
e.g. Navigate to UTILITIES | Convert Projects (4" tab).

Use to emphasize the importance of a point such as parameters.
e.g. Data Entry — Check Omit Must Save prompt when save is required

Italics Emphasis

CAPITALS Names of keys on the keyboard. for example, SHIFT, CTRL, or ALT.

Security Tool gINT Add-In Datgel
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KEY+KEY

Code Snippet

Code sample

File name or path

Table_Name

Field_Name

Command line

Key combinations, for example CTRL+P, or ALT+F4.

Indicates a code snippet within a paragraph

Indicates a sample program codes inserted in user guide e.g.
public override string ToString ()

Used for formatting file name and paths e.9. di_1ib.glb or
V:\10 gINT\Datgel Install Files\

Database table name, e.g. POINT_TABLE.

Database field name; e.g. PointlD

Command line, presented exactly as it must be entered e.g.
cdir

Security Tool gINT Add-In
User Guide
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1 Installation and Licensing

1.1 Installation Overview

There are four parts to the installation process:

e Install DLL program
o Merge gINT library objects

o Merge gINT project table to your project file and your data template
e Activate the product license

The first three steps can be performed in any order and are described below. The activation procedure
must be done last and is described in the Datgel Product Licensing System User Guide.

1.2 Package Contents
Your software purchase may have come with the following contents:
e Applications CD which normally has the following folders:
\gINT Files
\Datgel Network License Server

\Documentation
\Installation files

e A hardware license key

1.3 Before Installation
A few basic preparations can help ensure an effortless installation.

o Make sure that the computer where you plan to install the program meets the minimum
hardware and software requirements.

e Connect your PC to Internet before installation (must have a working Internet connection).

The Security Tool requires that the Microsoft .NET 3.5 framework SP1 is installed on the PC
prior to the installation of the Tool. If your PC does not have the .NET 3.5 framework SP1
installed, then it will be automatically downloaded and installed during the Tool installation
process.

e Log into the PC with Administrator privileges before starting installation.
e |tis recommended that you exit out of other applications that maybe running on your PC.
e Close gINT before you start installation.

o Keep the serial number and license number handy.

1.4 Install DLL Programs

1. If you received an installation CD, then insert the CD and browse to the folder
\Installation Files

Doubile click the file named Setup.exe

3. Click Run to begin installation.

Security Tool gINT Add-In — Datgel
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Qpen File - Security Warning @

The publisher could not be verified. Are you sure you want to
run this software?

u Name: ...curity Tool\Release\1.0.942009-02-08\setup exe
Publisher: Unknown Publisher
Type: Application
From: P:\Products\Security Tool\Release\1.0.942009-...

l Bun I [ Cancel

publisher. You should enly run software from publishers you trust.

|&| This file does not have a valid digital signature that verfies its
- How can | decide what software to un?

Follow the on screen instructions when installation begins:
4. Click Next on the Welcome to the Datgel Security Tool Setup dialog.

[o] & [

]i% Datgel Security Tool

Welcome to the Datgel Security Tool Set

The installer will guide wou through the steps required to install Datgel Security
Tool on your computer.

WARMNING: This computer prograrm is protected by copyright law and
international treaties. Unauthorized duplication or distribution of this prograrm. or
amy portion of it, may resultin severe civil or criminal penalties. and will be
prosecuted to the maximum extent possible under the law.

5. Scroll and carefully read the License Agreement, and choose option | Agree, and click Next.

E:%Datgel Security Tool EI = @

License Agreement

Flease take a momentto read the license agreement now. If you accept the terms
below, click "l Agree”, then "Next". Othemwise click "Cancel".

LICENSE AGREEMENT

mi w»

Terms and Conditions

This End User License Agreement relates to the program
information and data relating to the Product. The Licensor is Datgel
Pty Ltd (ABN 31 116 883 731) (Datgel).

PRODUCTS <
@ | Do Mot Agree ' Agree
Cancel I I < Back et >
Security Tool gINT Add-In — Datgel
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Alternatively choose I Do Not Agree and click Cancel if you disagree with the license
agreement. The installation will stop and exit.

6. On the Select Installation Folder dialog, either accept the default folder (recommended) or
select Browse to specify the folder where you want to install the Security Tool Add-In.

Leave Everyone bulleted to indicate that anyone logged onto the PC can use the Security Tool
Add-In.

Click Next when ready.

o] & e

ﬂ%! Datgel Security Tool

Select Installation Folder

The installer will install Datgel Security Tool to the fallowing folder.

Toinstall in this folder, click "Next", To install to a different folder, enter it below or
click "Browse".

Folder:

|C:\,Pr|:|gram FilesiDatgelhDatgel Security Tooly Browse...
Digk Cost...

Install Datgel Security Tool for yourself, or for anyone who uses this computer:

@ Everyone

O dustme

| cancel || <Back | [ Hext> |

OPTIONAL Click on Disk Cost to view the disk space statistics. Click OK when done.

[';% Datgel Security Tool Disk Space @

The list below includes the drives wou can install Datgel Security Tool to, alang
with each drive's awailable and required disk space.

Yolume Disk Size Available Require
=20C 149GE 90GE 7845K
=20 1349GB 132GB I8
=2F 1024MB 955MB 0K
4 m F

7. Click Next to start installation.

Security Tool gINT Add-In — Datgel
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The installer is ready to install Datgel Security Tool on your computer.

Click "Mext" to start the installation.

[ Cancel ll < Back IE et »

8. Observe the progress bar to monitor installation progress

Datgel Security Tool is being installed.

Flease wait. .

C

| Cancel il < Back l[ [Mext>

)

9. Click Close when the Installation Complete dialog is displayed.

Security Tool gINT Add-In —
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t@ Datgel Security Tool

Installation Complete

}.‘. g /ri/.f-."r"'

Datgel Security Tool has been successfully installed.

Click "Close" to exit.

Flease use Wyindows Lpdate to check for any critical updates to the NMET
Framewark.

Cancel £ Back

1.5 Merge gINT Library Objects

IMPORTANT | In the trial version of the Security Tool gINT Add-In, the library will be locked and you cannot
merge any gINT Library Objects into your Library file, or make changes to this Library file. In this case, you
have to use the locked library as-is.

If you have purchased the Security Tool gINT Add-In, then you have full access to the library objects,
and you may proceed with the following steps to merge the gINT Library components into your Library
file.
1. Make a backup copy of your existing library file. By default this is located at:
C:\Program Files\gINT\libraries\

2. Start gINT and open the library and project file you wish to use with Datgel Security Tool gINT
Add-In.

The opened project and library files are displayed at the top of the gINT Window.

W= gINT Main Menu: di\gint lib n project files\client\client.gpj Library: d:\gint lib n project files\client\client lib.glb =8 EoR =<
File Help

INFUT I DuUTPUT I DATA DESIGN I REPORT DESIGN I SYMBOL DESIGN I DRAWINGS ] UTILITIES _

3. Select UTILITIES > Lib Merge/Copy.

Security Tool gINT Add-In — Datgel
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= UTILITIES - Lib Merge/Copy: d:\gint lib n project files\client\client lib.glb =Bl
File Help
INFUT | OUTPUT | DATA DESIGN | REPORT DESIGN | SYMBOL DESIGN = DRAWINGS  UTILITIES _
Repair/Compact Databasez Lib Merge/Copy | Print Object Lists ] Convert projects ] Extract from ZIP _
Compare Libraries | @ Merge From " CopyTo
Source Library File J
Target Library File d:\gint lib n project files\clienticlient lib.gib
@ Select All @ Always Query
i Select Newer " Query on Overwrite
" Select Non-duplicated " Never Query
Source Tables Tables to Merge/Copy
=
Ll
<]
&
Execute Help

4. Check the bullet that reads Merge from.

5. Inthe Source Library File pane, browse the installation CD for file
Datgel Security Tool## lib.glb where ## is the version number.

6. Check the bullet that reads Select All.
7. Check the bullet that reads Query On Overwrite.

8. Click ﬂ button to move all tables from the Available Source Tables pane on the left to the
Tables to Merge/Copy pane on the right side.

Security Tool gINT Add-In — Datgel
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= UTILITIES - Lib Merge/Copy: di\gint lib n project files\client\client lib.glb \EI
File Help

INPUT | ODUTPUT | DATA DESIGM | REPORT DESIGH | SYMBOL DESIGN | DRAWINGS UTILITIES _
Repair/Compact Databases Lib Merge/Copy | Print Object Lists ] Convert projects ] Extract from ZIP _

Compare Libraries | ® Merge From (" CopyTo
Source Library File |p:\productsisecurity tooligint files\00\security tool lib.glb - |

Target Library File d:\gintlib n project files\clienticlient lib.glb

@ Select All " Always Query
" Select Newer @ Query on Overwrite
" Select Non-duplicated " Never Query
Source Tables Tables to Merge/Copy
38 Add-Ins
Colours

DG_APPROVE_MONITORING_READINGS_TABLES
ﬁ DG_APPROVE_POINT_KEY_FIELDS
DG_APPROVE_STATUS
P3| DG_APPROVE_TEST_TABLES
DG_SECURITY_ADD_IN
DG_SECURITY_COMMAND

DG_SECURITY_HIDE_APPLICATION
.54N DG_SECURITY_HIDE_APPLICATION_GROUP
LD [}

Execute Help

9. Click Execute.

Take care to read the overwrite dialog and click Yes if you wish to overwrite the file, ELSE click
No.

DG_SECURITY_ADD_IN

‘AddinUpdateSecurityTables' exists. Overwrite?

Yes Mo Cancel

This will merge in the security tables listed in the introduction, the Add-In menu item, and gINT
Rules modules which are all related to the Tool.

10. Click OK to finish the merge.

gINT(R): appUtilities

Merge/Copy completed

1.6 Merge gINT Project Tables and Fields
1. Make a backup copy of your existing project file. By default this is located at:
C:\Program Files\gINT\projects\
2. Start gINT and open the library and project file you wish to use with Datgel Security Tool.
3. Select DATA DESIGN > Project Database.

Security Tool gINT Add-In — Datgel
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Select File > Open File > Current Project... to open your current project file.
Select PROJECT Table from the yellow drop down list.

Select Tables > Merge Fields from Other Files... then browse the installation CD and select
the file Security Tool ##.gpj

Click Open.
Browse and select a table.

Click Open to see a list of available tables.

M= Available Tables X

Mame Caption
PDINT |Hole
PROJECT

(0] 4 Ean-::el| Help |

9. Select PROJECT and click OK.

10. Click Mark All and click OK.

11. Click Save.
This will merge the fields required for the linked database function and the hide by project scenario type
function to the Project table.

Other tables and fields in Security Tool ##.gpj are provided as examples, and don’t need to be
merged into your project file.

1.7 Activate License

After installation (and before using the Security Tool Add-in), activate the user license as described in
Chapter 3 of the Datgel Product Licensing System User Guide.

Note: You only need to activate this product when you run the Datgel Security Tool in gINT 8 for the first
time.

1.8 Secure Library

The library must be secured in order to stop non-administrative users from configuring the user rights.
Refer to the gINT Online help page Secure Library (Command).

Security Tool gINT Add-In — Datgel
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2 User Rights and Interface by Group
and Status

This section discuses how to control the Editing and deletion of project data based on Status and/or
User Group, and the options to hide gINT applications and application group (tabs) based on User
Group.

2.1 Library Tables

1. Select DATA DESIGN | Library Tables, and then select the appropriate security table from the
yellow drop down list.

E= DATA DESIGN - Library Tables: c:\documents and settings\ben\desktop\rljv_lib_dev.glb

Eile Tables Navigation Help

=1 [] () [DG_SECURITY_HIDE_APFLICATION <]

INPUT | OUTPUT DATA DESIGN |SYMBOL DE[Hane Data [ Description -
—— = DG_REPORT_TYPE 13/06/2006 8:27:47 PM
IREHECHRSIBIERE Library Tables DG_RPLT_MCOD 11/05/2006 B:20:47 PM | Moisture Coneition
DG_RPLT_ORIN 11/05/2006 6:20:49 PM | Orientation
DG_RPLT_PLTF 11/05/2006 6:20:50 PM | Test Type
DG_SAND_SOURGE 13/06/2006 8:2310PM
DG_SCHEDULING_STATUS 13/06/2006 1:18:30 PM
DG_SECURITY_&DD_IN 11/06/2006 2:28:02 PM

DG_SECURITY_COMMAND

DG_SECURITY_HIDE_4PPLICATION_GROUF

DG_SECURITY_TABLE_TYPE 10/08/2006 3:40:00 PM
DG_SECURITY_TABLES 11/0B/2006 3:26:54 AM
DG_SECURITY_USER_GROUFS 11/05/2006 2:23:37 AM
DG_SECURITY_USERS 15/06/2006 9:41:02 AM
DG_SHIFTTIME 13/08/2006 5:31:35 PM | Shift Time
DG_SPEC 1:3/05/2006 £ 31:55 PM -
Fields
| e —
] & Caption: _
*lle o [~ Hidden count
wpe:
J Lal [~ Caption Vertical
La Lookwp: [ |
Client I Must use Lookup
il

‘Index Field.

The relevant tables are:

DG_SECURITY_ADD_IN
DG_SECURITY_COMMAND
DG_SECURITY_HIDE_APPLICATION
DG_SECURITY_HIDE_APPLICATION_GROUP
DG_SECURITY_PROJECT_TABLES
DG_SECURITY_STATUS
DG_SECURITY_TABLE_TYPE
DG_SECURITY_TABLES
DG_SECURITY_USER_GROUPS
DG_SECURITY_USERS

The purpose and usage of these tables are explained in further detail throughout this user guide.

O O O O O OO 0O 0 O0

Note: Editing of these tables is generally restricted to the database administrator to prevent conflicts and to
increase project security and integrity.

Security Tool gINT Add-In — Datgel
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2.2 Adding a New User - DG_SECURITY_USERS

To enter a new user you need the user's Domain or Computer Name, and User Account Name. The
Domain takes precedence over the Computer Name, and you don’t need both.

2.21 Step 1: Gather Domain, Computer Name & User Account Name

Note that the domain may be displayed as e.g. datgel or datgel.local. You may store the domain name
in either syntax.

2211 In Windows XP environment
1. Select Start > Control Panel > System.

2. Click the Computer Name Tab to view the Computer Name and Domain.

System Properties

| System Restore [ Automatic Updates || Fiemote |
General i Lomputer Mame Hardware || Advanced |
—

Windows uzes the fallowing infarmation to identify pour computer
on the network,

Cormputer description: |Datge|
Far example: "Kitchen Computer' or "Mary's
Computer''.

Full computer narme:

whork.group: DATGEL

To uze the Metwark |dentification \Wizard ta join a Metwark 10
domain and create a local user account, click Netwark —

0.

To rename thiz computer ar jain a domain, click Change.

L Q. J[ Cancel l

3. Select Start > Control Panel > User Accounts to view the User Account Name.

2.21.2 In Windows Vista environment

1. Select Start > Control Panel > System and scroll to view the Computer Name and Domain.

(= lE =
—
{ I, 1B » Control Panel » System - | ‘f| |Search Lol
Tasks Computer name, domain, and workgroup settings i
€y Device Manager Computer name: DGSYDWS11 ¥ Change
) —— Full computer narme: DGSYDWS11.datgel.local ~
Computer description: m
Iy System protection
- Doemain: datgel.local =
- 10 b
2. Select Start > Control Panel > User Accounts to view the User Account Name.
Security Tool gINT Add-In — Datgel
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2.2.2

Step 2: add a new user

1. Start gINT and open the library and project file you wish to use with Datgel Security Tool.
2. Select DATA DESIGN | Library Data.
3. From the yellow drop down list at the top, select the table DG_SECURITY_USERS

4. Enter the User Name and Domain or Computer Name and select the User Group which you
want to apply to this user from the drop down list.

= DATA DESIGN - Library Data: p\products\security tool\gint files\O0\security tool lib 00.glk E=n R
File Edit Format Tools Tables gINT Rules Add-Ins Mawvigation Help
=] = r,/.,-j |DG_SECURITY_USERS | yia|

INPUT | OUTPUT DATA DESIGN | REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES |

Project Database | Library Tables  Library Data | Lookup Lists | Readings Lists | User System Data | Comespondence Files |
[ata Template

|P-\Fraducts\Fence and Map TaolglNT J Table Fieid m S iz m
o : o |PHDJECT j |Classification_8tandej |Functions j |MSHTD_Group_Indﬂ

Table Help

Uszer Hame Computer Hame Domain Mame User Group
andrew.cho DGSYDWS04 datgel Administrator

phil datgel EXEST o

Adrninigtrator 10000
Client -1
Geotech 2
Geotech Data_Entry| 1

Lab [iata Entn

x

Mame=Uger_Group. . Hoft-\é 2
ol

Note: The User Name, Domain and Computer Name are not case sensitive.

2.3

Assigning gINT Rules Properties

Assigning the gINT Rules properties is crucial for the Security Tool to function properly. Administrators
will need to set the properties of every project table they wish to secure.

1. Start gINT and open the library and project file you wish to use with Datgel Security Tool.

S T

Select INPUT | Main Group.

Open a table in the INPUT tab (e.g. Project).

Dispaly the table properties form by selecting sz Tables > Properties or pressing F8.
Click gINT Rules tab on the PROJECT Table Properties dialog.

Enter data beside the rules as shown on the screen bellow:

Security Tool gINT Add-In — Datgel
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W= PROJECT table properties (=)
General glNT Rules | Page Setup l

glMT Rules Procedure on Empty Dataset |
gINT Rules Procedure After Updating Grid |

glNT Bules Procedure After Save |

[
[
gINT Rulez Procedure on Save |Datge| Security ToollOnSave | |
[
glNT Rules Procedure Leaving Tab | |

|Dalge| Security Tool'LeavingT able

oK LCancel Help

Note: The values for the various gINT Rules are as per the table bellow.

Table 1 Values for gINT Rules

gINT Rules Value
gINT Rules Procedure on Save Datgel Security Tool!OnSave
gINT Rules Procedure on Deletion Datgel Security Tool!OnDelete

gINT Rules Procedure Leaving Tab Datgel Security Tool!lLeavingTable

7. Click OK.

8. Repeat steps 3 to 7 for all tables in the database.

9. Select the INPUT tab,

10. From top menu, select gINT Rules > System Events

11. In the SYSTEM EVENT gINT RULES PROCEDURES dialog

a) Type Datgel Security Tool!OnStartUp in the On Library Open field,
b) Type Datgel Security Tool!BeforeCommand in the Before Command field.

c) Type Datgel Security Tool!OpenProjects in the On Open Project for Input field.
= SYSTEM EVENT gIMNT RULES PROCEDURES @

L NLTETN L D Stgel S ecunty ToollDinStartlp |

Before Command |Dalge| Security ToollBeforeCommand | |

On Open Project for Input |Datge| Security ToollDpenProjects |

oK LCancel Help BReset

12. Click OK.

24 Defining User Groups - DG_SECURITY_USER_GROUPS

Each user on the system is assigned to a User Group. This User Group determines their access rights
to different commands and applications within gINT. For example, if you were in the group
Administrator you would generally have complete access to gINT. If you were in the group Lab Data

Security Tool gINT Add-In — Datgel
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Entry you might not be able to export and import data, generate reports or change library data such as
that in the security tables. User Groups are defined in the library table DG_SECURITY_USER_GROUPS.

To define a User Group, you need to

e give it a name,
e assign it a maximum status, and
o Optionally provide a List_Uneditable_Fields, List_Editable_Fields, and Description.

When defining a new User Group, you should never use spaces in the name; always use underscores
to separate the words, for example Lab_Data_Entry.

= DATA DESIGN - Library Date: p:\products\security tool\gint files\00\security tool lib.glb [=n=h >
File Edit Format Tools Tables gINTRules Add-Ins Mavigation Help
=] =) 3 [0G_SECURITY_USER_GROUPS | ‘A
INPUT | DUTPUT  DATA DESIGN | REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES |
Project Database | Library Tables  Library Data | Lookup Lists | Readings Lists | User System Data | d Files |
Dats Templats -
Tabl Field Syst It
[F-Products\Fence and Map TaohgINT FlesuDADGD ence and mep ool dgd (g |l | rme ° Paste | System o Paste |
|PROJECT | [Classiication_Stande + | [Functions | [£45HTO Group_ind |
Table Help
User Group imum S tatus Desciription User Rights List Uneditable Fields List Editable Fields
Administrator 10000/ Full access rights
Client -1|Read Only Approved_By Approved_Date.Checked_By.Checked
_Date. HOLE_CKBY HOLE_CKDT
Geotech 2| Rights to all fields. maximum
status
Geotech_Data_Entry 2|Can't approve. maximum status 2 | Approved_By.Approved Date HOLE_CKBY HOLE_C
KDT
Lab_Data_Entry 1/|Can't approve. can't check. Approved_By Approved_Date.Checked_By.Checked
maximum status 1, rights to lab  |_Date, HOLE_CKBY HOLE_CKDT
Lab_Manager 2| Rights to all fields. maximum
status
Quany 1 PROJ_NAME, SAMP_REC
Quany_Data_Entry 1|Can't approve, can't check, Approved_By Approved_Date,Checked_By,Checked
maximum status 1 _Date HOLE_CKBY HOLE_CKDT
x

] . b

Raow 4

Mame=List_Editable_Fields
of &

241 Maximum Status

For every new User Group you must provide it with a Maximum_Status. This is an integer assigned to that
particular User Group that dictates the highest status of the data processing that a user may edit data.
For example, Proposed = -1, Preliminary = 0, Final Release to Client = 3. When entering data in INPUT
tab, for every unique PointID there is a status for that record which defines the stage in data processing a
user is at. Generally, keep the status between -1 and 100 where the maximum status allocated to a
user (administrator) is 10,000.

24.2 Description User Rights

This is a place to describe the User Group’s rights in layman’s terms and has no direct influence on any
calculations.

24.3 List Uneditable Fields

When adding a new User Group, we may provide a list of fields that we do not want the group to have
access to. This list must be provided in comma or carriage return separated form with no spaces and
with the field names exactly as they appear in the tables. Great care should be taken to include
underscores and not to ignore capitalisation and not to use any quotation marks or brackets.

For example:
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Approved_By,Approved_Date,Checked_By,Checked_Date,HOLE_CKBY,HOLE_CKDT is correct.
Approved_By ,Approved_Date, Checked_By, Checked_Date, HOLE_CKBY, HOLE_CKDT is incorrect.

“‘Approved_BY”,"Approved_Date”,“Checked_By”,“Checked_Date”, “HOLE_CKBY”,"HOLE_CKDT"” is incorrect.

244 List Editable Fields

For each User Group we may define a comma or carriage return separated list of fields that the User
Group can always edit. The required syntax is the same as for List_Uneditable_Fields, however the
meaning is the opposite.

Example usage: Say we have set the Point_Status on the POINT table to 3, which restricts all non
Administrator users from editing that PointID, however we want to allow some non-Administrator User
Groups to set the Compaction_Status field. By entering Compaction_Status in List_Uneditable_Fields for a
given User Group you will enable that user Group to always change Compaction_Status, regardless of the
Status of the PointID.
245 Adding New User Groups to Other Tables
When you add a new User Group in the table DG_SECURITY_USER_GROUPS, it is vital that you also add
the field to the following tables:

e DG_SECURITY_ADD_IN

e DG_SECURITY_COMMAND

e DG_SECURITY_HIDE_APPLICATION

e DG_SECURITY_HIDE_APPLICATION_GROUP

e DG_SECURITY_TABLES

Without adding these fields you will not be able to customise the appropriate security features.
To add the fields, you must replicate the following procedure for all the above tables.

1. Select DATA DESIGN | Library Tables
2. From the yellow drop down list, select the table DG_SECURITY_HIDE_APPLICATION_GROUP
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= DATA DESIGN - Library Tables: digint lib n project files\client\client lib.glb E@
Eile Tables Mavigation Help

ﬂ g [DG_SECURITY_HIDE_&4PPUI ~ |
INPUT | OUTPUT DATA DESIGN ] REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES |

Project Database Library Tables | Library Data ] Lookup Lists ] Readings Lists ] User System Data ] Conespondence Files ]

g

Fields

Code Ngme| |~ Required
Description
AdminiI;tratol l:antion| [~ Read Only
Geotech )
Geotech_Data_Entry lvpe|'|'ext j [~ Do not display
Lab_Manager

Lab_Data_Entry
Quany_Data_Entry
Client [ Must use Lookup

1] uani =

[ [l [l

[ Caption Vertical
Lookup | .

Rules | .
" Lookup from Field

(" Copy previous record

Default Yalue | @ Literal - as shown

Description

Hew oK Units | j Cell Colout|Mone

Delete LCancel Help

3. Click on the New button under Fields
4. Inthe Name field, type in the new User Group name
5. Under Type, select Boolean
6. Under Description, you may enter a description of the user group (optional)
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Code
Description
Administrator

Geotech_Data_Entmp
Lab_Manager
Lab_Data_Entry

Quanry_Data_Entry
Client

Quarr

Hew Group 1

This ig a tegt user group

7. Click OK when finished.

8. Click Library Data tab for the same table to see the new field as below.

DATA DESIGN

Library Data

I j

| — e — | e

EEEEE e e s e s e R e e [ T

r or_AppGroup_DataDesign
ar_AppGroup_Drawings

|— agr_AppGroup_Input

|— ar_AppGroup_Dutput
gr_AppGroup_ReportDesign

|— agr_AppGroup_SymbolDesign

|— ar_AppGroup_Utilities

O K| | & E & & &
O&|O|0O|®| " O
O/E|O|O|E| "= O
O|&|0O| 0| &&= 0O
O®|O|0O|R| "= O
O/®|O|O|&|®|\&E| O
OE|O|O|®|&|0O|&
Ojgn|ojojs|n|E

Ojg|o|ojojojo|o

25 Defining Tables - DG_SECURITY_TABLES

For every new project table created in gINT, it must be defined in the security system. This is done in
the library table DG_SECURITY_TABLES as follows:

1. Click INPUT tab and open an appropriate project file.
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2. Select Add-Ins > Datgel Security Tool > Update Security Tables

Note : For all tables not listed in DG_SECURITY_TABLES you will be asked if it should be added.

Do not add the gINT system tables.
Once complete, then go to DG_SECURITY_TABLES and add the rest of the required data.

Select DATA DESIGN | Library Data, and select DG_SECURITY_TABLES from the yellow drop
down list to view the table.

2= DATA DESIGN - Library Data: p:\productsisecurity tool\gint files\00\security tool lib 00.glb ol & ==
File Edit Format Tools Tables gINT Rules Add-Ins  Navigation Help
=] =] 1) [D6_SECURITY_TABLES ] hal
INFUT ' DUTPUT  DATA DESIGN | REPDRT DESIGN | SYMBOL DESIGH | DRAWINGS | UTILITIE_5_
Project Database | Library Tables  Library Data | Lookup Lists | Readings Lists | User System Data | Comsspondence Files ||
Data Template
T bl Field Sysh It
‘F‘ “ProductsiFence and Map ToolalNT Files\03WDGDVence and map toal dod 03.ap] J e = M g5E Ems M
[PROJECT || Classtication_Stands = | | Functions | [B4SHTO Growp Ind - |
Table Help
Table Name Table Type Table ‘with Status Field | Status Field Linked Link Administrator  Geotech Geotech -
Name Table Order Data
Entry
IN_SITU_PERMEABILITY_STAGE Child of Status | PODINT Point_Status
Table a
IN_SITU_SPT Child of Status | PDINT Point_Status
able 0
IN_SITU_SPT_DESIGN_LINE Non Status 1 O
IN_SITU_SPT_DESIGN_LINE_DATA Hon Status 2 O
IN_SITU_SPT_DESIGN_LINE_PDINTID Non Status o |- |
IN_SITU_VANE Child of Status | POINT Point_Status =
Table a
IN_SITU_VANE_ID Hon Status O
IN_SITU_VANE_TORQUE_DEVICE Non Status O
LAB_AGG_DROP_TEST Status Table LAB_AGG_DROP_TEST |Test_Status O
LAB_AGG_IMPACT_VALUE Status Table LAB_AGG_IMPACT_VALU |Test_Status
E O
LAB_AGG_IMPACT_VALUE_READINGS ?:;:lljenl Status IEABJAEEJMPAETJIALIJ Test_Status O
LAB_AGG_LA_ABRASION Status Table LAB_AGG_LA_ABRASION | Test_Status O
LAB_AGG_LA_ABRASION_GRADING Child of Status |LAB_AGG_LA ABRASION |Test Status
Table a
LAB_AGG_PARTICLE_DEN_WATER_ABS Status Table LAB_AGG_PARTICLE_DE |Test_Status
. I - N WATFHR ARS - 0 -
o n v
Name=Table_Mame. - Row1
of 158

251 Adding a New Table to the Security System

Under Table Name enter the name of the gINT project table. The table name may not contain spaces
but may have underscores.

2.5.2 Table Type
Table type is the relationship of the table you have created to the table that contains the applicable
status field e.g. HOLE_STAT. The permissible Table Type are:

e Status Table

e Child of Status Table

e One to One of Child Of Status

e Parent of Status

e Non Status

2521 Status Table

An example of a Status Table would be POINT which has the field HOLE_STAT or ‘RELD which has the
field TEST_STAT. If the status field is contained within the table, as above, then you should set the Table
Type property as Status Table.
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2.5.2.2 Child of Status Table

A table whose parent table contains the status field would be assigned Child of Status’ under Table
Type. An example of this would be the SAMP table, whose parent table POINT contains the field
HOLE_STAT which is the status field for the SAMP table.

2.5.2.3 One to One of Child of Status

This is a Table Type which has a one-to-one relationship with its parent table with the applicable status
field. An example would be the table DPRG whose parent table POINT contains the status field
HOLE_STAT.

2.5.24 Parent of Status

This is a Table Type whose child tables contain the applicable status field. An example of this might be
the CLSS table which is the parent of all lab test tables with TEST_STAT status fields. We wish to stop the
CLSS record from being edited or deleted if one of the lab test son a child table has a status in excess of
the user’s rights.

2.5.2.5 Non Status
This is a Table Type which does not have a Status Field. An example of this may be FILE.

2.5.3 Table with Status Field

This field needs the name of the gINT table that contains the status field. For example, if the Table_Type
is Child of Status then the Table_With_Status_Field would be its parent table. In the case of SAMP this would
be POINT. If the Table_Type is Non Status then you should leave the field blank.

254 Status Field Name

This is the name of the field that contains the status field. An example would be HOLE_STAT from the
POINT table. Note this field is taken from the table defined in the previous entry for Table_With_Status_Field.
If it is a Non Status table, then we should leave the entry blank.

2.6 Defining Access Rights for User Groups

You can define access rights for User Groups in three tables:

e DG_SECURITY_TABLES

e DG_SECURITY_ADD_IN

e DG_SECURITY_COMMAND
The data in all these tables can be changed (if you are authorised) by going to DATA DESIGN |
Library Data and selecting the appropriate table from the drop down list.

2.6.1 DG_SECURITY_TABLES

This table allows you to set which tables a particular user group has editing and deletion rights to where
the staus is less than or equal to the user group maximum status. If the check box for a particular
group is ticked then the user HAS access to that particular table. If it is left unchecked they DO NOT.

2.6.2 DG_SECURITY_ADD_IN

This defines which Add-In commands (found in INPUT and selecting the ‘Add-Ins’ option) the user is
authorised to use. If the checkbox is ticked it means they DO have access.
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2.6.3 DG_SECURITY_COMMAND

This defines which commands a user is authorised to use. If the checkbox is ticked the User Group is
authorised to use it. Secuity checks are only made on the listed commands. A complete list of gINT
commads can be viewed in gINT’s Online help page Summary Table of Commands.

2.7 Customising the Interface by User Groups
You can control the visibility of gINT Application Groups and Applications based on User Group. This is
defined in the following library tables:

e DG_SECURITY_HIDE_APPLICATION_GROUP

e DG_SECURITY_HIDE_APPLICATION
The data in all these tables can be changed (if you are authorised) by going to DATA DESIGN |
Library Data and selecting the appropriate table from the drop down list.

2.71 DG_SECURITY_HIDE_APPLICATION_GROUP

This customises the interface so that you can hide certain application groups from particular User
Groups. If an Application Group is checked it will be shown, otherwise if it is unchecked it will NOT be
shown.

For example if you only wanted to show the INPUT and DATA DESIGN tabs the only check those
boxes for the User Group.

2= DATA DESIGN - Library Dats: p:\productsisecurity tool\gint files\00 recovered 2009-05-19\security tool lib.glb =3 EoR ==
File Edit Format Tools Tables gINT Rules Add-Ins  Mavigation Help
= (,;-j | DE_SECURITY_HIDE_APPLICATION_GROLIP =

INPUT | DUTPUT DATADESIGN | REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES |
Project Database | Libraty Tables  Library Data | Lookup Lists | Readings Lists | User System Data | Conespondence Files |

Data Template
|P:\F‘roducpts\Fence and Map ToalhgINT Files\0RDGDence and map tool dod 03.gpj J Uet3 i . M Systerﬁ'\ ftems M
[PROJECT || Classfication_Stards = [Functions | |445HTO_Group_ind ~|
Table Help
Code D iphi Admini Geotech | Geotech Data Lab Lab Data Quarry Data Client RQuarr

Entry Manager Entry Entry v

gi_AppGroup_DataDesign ] ] O ] O
gr_AppGroup_Drawings O O
gi_AppGroup_Input
gi_AppGroup_Dutput O
gr_AppGroup_ReportD esign O O O ] O O O
gi_AppGroup_SymbolDesign ] ] O ] O O [m]
gi_AppGroup_Utilities m]
[m] ] ] [m] ] [m] [m] [m}
I r

]
z

o
of 7

Note : The changes you make to this table will only take effect when you restart gINT.

2.7.2 DG_SECURITY_HIDE_APPLICATION

This customises the Applications you are authorised to see in a given application group. If the group is
checked it will be shown, otherwise it WILL NOT appear. For example if you wanted to prevent library
data being changed you would have the record gr App_DataDesign_LibraryData as unchecked for
whichever user groups you wanted to hide this from.
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é DATA DESIGN - Library Data: p:\products\security tool\gint files\00 recovered 2009-05-19\security tool lib.glb
File Edit Fermat Teels Tables gINTRules Add-Ins Mavigation Help
= &E DG_SECURITY_HIDE_APPLICATION

INPUT | DUTPUT DATA DESIGN | REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES

Project Database I Library Tables  Library Data | Lookup Lists | Readings Lists | User Spstem Data | Cornrespondence Files

Data Template Table Field
|P.\Pruducts\Fence and Map ToolgINT Files\02\DGEDYence and map tool dod 03.gp;

Paste | System Items Pasts |

|PROJECT 7| [Clessfisation_Standz +| |Funstions | [£45HTD Group_Ind ~ |

Table Help

Code Description Administrator  Geotech |Geotech Data Lab Lab Data Quary Data ie‘ o
gr_App_DataDesign_UserSystemD ata O O O O O
or_App_Drawings_DrawingLibrary ] ] m] ] O
or_App_Drawings_GeneralDrawings
or_App_ReportDesign_Fence O O O m] O
or_App_ReportDesign_Graph ] ] m] ] O
ari_App_ReportDesign_GraphicT able ] ] O ] O
ai_App_ReportDesign_GraphicT extDoc ] ] O O O
or_App_ReportDesign_Histogram [m] [m] [m] ] O
or_App_ReportDesign_Log ] ] O ] [} 2

< m ] o
- Frow 1

of 35

Note: Any changes you make to this table will only take effect when you restart gINT.
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3  Customising the Interface by Senario

A user may wish to only display certain tables depending on what they are working on, and hide other
irrelevant tables. The scenario type can be changed bt selecting INPUT | Project Project_Type field. You
can customise the gINT user interface in three tables:

e DG_SECURITY_HIDE_GROUPS
e DG_SECURITY_HIDE_SCENARIO
e DG_SECURITY_HIDE_TABLES

The data in all these tables can be changed (if you are authorised) by going to DATA DESIGN |
Library Data and selecting the appropriate table from the drop down list.

Table Help
b
inl atabase

Project Type [

Mame=PROJ_TFE.

311  DG_SECURITY_HIDE_SCENARIO

In this table, you may enter the types of scenarios to hide or display the tables by.

File Edit Formast Tools Tables gINTRules Add-Ins Navigation Help
= = 3] |DG_SECURITY_HIDE_SCENARID |
DATA DESIGN

_ Project Database | Libray Tables  Library Data

Data Template
[ FroductetFence and bsp ToolgiNT Files\03\DGD ence and map tool dod 03 0pf ||

Table Field Paste | System Items Paste |
|PROJECT | [Crasstication_Standz =] [Functions | [£45HTO Group_ind |

Table Help

T
ProjectTypel

Boreholes and Excavations ProjectTypel
Boreholes Only ProjectTypel
Test2 ProjectType2

Mame=Scenario_Type.

= [ Pawt
| ot

When a new Scenario Type has been entered, a new field named after the scenario type must be
created in DG_SECURITY_HIDE_TABLES and DG_SECURITY_HIDE_GROUPS.

To do this:

1. Select DATA DESIGN | Library Tables, and select DG_SECURITY_HIDE_TABLES.
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<= DATA DESIGN - Library Tables: p\productsi\security toolgint files\00 recovered 2009-05-19\security tool lib.glb E@
File Tebles Mavigation Help
=] [ (2] [DG_SECURITY_HIDE_TABLES =]
INPUT | OUTPUT  DATA DESIGN | REPORT DESIGN | SYMBOL DESIGH | DRAWINGS | UTILITIES |
Project Database  Library Tables | Library Data | Lookup Lists | Readings Lists | User System Data | Comrespondence Files |
Fields
Table Name Name|Table_Name F
Table_Description Capti
Boreholes Only 3 ap! 'D"‘ - hi
gﬁleholes and Excavations Tupe ’—_|Teul - Hlddfen |:nunrle|
test? [~ Caption Yertical
s Lookup | J
[~ Must use Lookup
-
Hu'“' J " Lookup from Field J
" Copy previous record
Default Value | # Literal - as shown
Description
New References Units h
Help
Index Field.

2. Click on New, enter the name as entered in the DG_SECURITY_HIDE_SCENARIO table, and select
type as Boolean.

Click OK
Repeat this step for DG_SECURITY_HIDE_GROUPS

3.1.2 DG_SECURITY_HIDE_TABLES

This library table customises the tables to be hidden or displayed depending on the selected scenario
type.

b= DATA DESIGN - Library Date: p:\products\security tool\gint files\00 recovered 2009-05-19\security tool lib.glb = [ Eom =]
File Edit Format Tools Tobles gINTRules AddIns Mavigation Help
=] (2] [DG_SECURITY_HIDE_TABLES =

INPUT | DUTPUT DATADESIGN | REPORT DESIGN | SYMBOL DESIGN | DRAWINGS | UTILITIES |
Project Database | Library Tables  Library Data | Lookup Lists | Readings Lists | User System Data | Correspondence Files |

Data Template -
F FrosuFes ad e Too T P T 000 Tonce s s o T 5 o [ E:'ZJEU 3 ‘FC'IEH — S:ja:eJl ls: S'E:" = ‘z";m - P‘T“:Jl
i lasslicalon_atands ~ unchions h |_Laroup_ind ~

Table Help

Table Name Table Description | Boreholes Only and E Al | test2 B

5 D 5 ;
AGGREGATES_IMPACT_VALUE 0 O O
AGGREGATES_IMPACT_VALUE_READINGS 0 O 0
AGGREGATES_LA_ABRASION O O O
AGGREGATES_LA_ABRASION_GRADING O O O
AGGREGATES_PD_WA ] O =]
AGGREGATES_PD_WA_READINGS O O O
AGGREGATES_SOUNDNESS O [ O
AGGREGATES_SOUNDNESS_CYCLES 0 O 0
AGGREGATES_SOUNDNESS_READINGS 0 O 0
AGGREGATES_TEN_PERCENT_FINES O O O
AGGREGATES_TEN_PERCENT_FINES_READINGS 0 O O
ALIGNMENT ] O =]
ALIGNMENT_READINGS O O O
APPROVED_BY 0 O O

ATTERBERG_GENERAL 0 O ] -

Name=T able_Name. an1va5
ol

Firstly, you must enter the names of the tables you wish to hide on the yellow column. The Check
boxes indicate whether or not you want the table to be hidden when the project type is selected. When
unchecked, the table will be hidden from view.

3.1.3 DG_SECURITY_HIDE_GROUPS

This table customises the table groups to be hidden or displayed depending on the selected scenario
type.
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IEI: Edit Format Tools Tgbles gINT Rules Add-Ins Mavigation Help i
= =

= £ VE DG_SECURITY_HIDE_GROUPS ;I

DATA DESIGN
Library Data

P+ PraductsFence and Map ToohglNT Files\ IR DG0ence and map ool dad 03.0p ||| [
ﬁ@ﬁ‘ Classification_Standz + M AASHTO_Group_Ind «

(B P [ BEEe o 0n [ Eeembea Eresene | A ]

| Group Name |

i CPT m]
| | LabClass [}
= O 0 O

J

Firstly, you must enter the names of the table groups you wish to hide on the yellow column. The Check
boxes indicate whether or not you want the table group to be hidden when the project type is selected.
When unchecked, the table group will be hidden from view.
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4 Linked Database

This option applies where multiple gINT project files exist, and most require all the same lists and
sitemaps. The database concept makes easier to maintain the same list and map data in all
databases.

Example: Create a new Calibration gINT project file. Make sure it has all the list and calibration data
you require, and the newest sitemap. Then set the field on the PROJECT table Linked_Database to the
Calibration database path and file name for each of the working projects. Don’t enter anything in the
Linked_Database field for the Calibration project file.

To update the linked data run the command Add-Ins > Datgel Security Tool > Update Linked
Tables. Do this in each of the working project files. You will not be allowed to edit the linked tables in
the working projects; you must go to the “Calibration” project file to edit the data.

You can see which tables are linked by going to DATA DESIGN | Library Data DG_Security_Tables, the
Linked_Table check box defines which tables are linked. The Link_Order field defines an order for copying
the data across so that parent data is copied before child data.
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5

Approve Tool

The Approve Tool sets Approved By and Approved Date fields in Point, Lab and Monitoring tables as
defined in Library Tables. The Approve Tool should only accessible and configurable by Administrators
and can be opened from Add-Ins > Datgel Security Tool > Approve Tool.

5.1 Usage

1. Set the Status, Approved By, and Approved Date as required.

2. Setthe Point and lab (depth related) tables you wish to approve by selecting the tables in the
test tables list. You can select multiple tables by both clicking and dragging up or down on a
table, or by pressing the ctrl button and clicking on an unselected table. You can deselect by
pressing the ctrl key down while clicking on a selected table.

3. Set the monitoring tables (date time tables) and reading date range you wish to approve by
selecting the tables in the Monitoring Readings table list. You can select multiple tables by
either clicking and dragging up or down on a table, or by pressing the ctrl button and clicking
on an unselected table. You can deselect by pressing the ctrl key down while clicking on a
selected table.

4. Select the PointID rows you wish to approve by selecting the PointIDs in the PointIDs list. You
can select multiple PointIDs by either clicking and dragging up or down on a table, or by
pressing the ctrl button and clicking on an unselected PointID. You can deselect by pressing
the ctrl key down while clicking on a selected PointlID.

5. Click Ok to set the approved by and approved date values.

14 Datgel Approve Tool = =h =)
PoirtID (De;irﬁ;m) Type SF;:E'E | Approved Date Test Tables (Select to approve)
3 20/05/200919:38 [F~ |Point

1 0 Approved By

i S8 Ca0 ’

: Ez: g St::“;:: o Meonitering Tables (Select to approve)

7 T 0 01/01/20080000 [D~
Tﬁ G . 2;/0;2;091533 B
- \rpmhmwmnm'rr.rnau ‘Rund‘ﬂ l11 leer In , = [ fepove | [ Reresn | [ clese |

5.2 Update Rules

Existing data in Approved By, Approved Date and Test Status on Test Tables will always be

overwritten.

Approved By, Approved Date and Test Status fields for Monitoring readings will be updated if both the

following are satisfied:

The reading date satisfies the start and end date range
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5.3

and

The existing status is less than the new status

Configuration

The displayed fields in the Point table, the test tables list, monitoring readings tables list and the
Approved By list can be configured as required. The Point Table fields, Test Tables List and Monitoring
Readings tables List configuration settings are stored in Library Tables.

The Approved By list is defined by the values in the project table APPROVED_BY, which is generally
located in the Lists group in INPUT.

The Library Tables and fields related to configuring the Approve Tool described in the following
sections:

5.3.1
1.

DG_SECURITY_APPROVE_POINT_KEY_FIELDS
Field_Name: The name of the field in the POINT table

2. Field_Caption: The display name of the field, the Approve Tool will display the caption if a value is
entered, otherwise it will display the field name.

Column_Width: Sets the column display width to the specified value.
Order_of_Appearance: Use this to set the order the fields appear from left to right.
5.3.2 DG_SECURITY_APPROVE_MONITORING_TABLES

1. Table_Name: The name of the date time related table.

2. Table_Caption: The display name of the field the Approve Tool will display the caption if a value is
entered, otherwise it will display the field name.

Approved_By_Field_Name: The name of the field which the Approved By value is to be written to.

4. Approved_Date_Field_Name: The name of the field which the Approved Date value is to be written
to.

5. Date_Field_Name: The name of the field which contains the date time value which the Approve
Tool should look up to determine if the record is in between the start and end dates.
Status_Field_Name: The name of the field which the Status value is to be written to.

7. Table_Order_of_Appearance: Use this to set the order of the tables appear from top to bottom. The
numbered tables will take precedence, and the remaining unnumbered tables will be listed in
alphabetical order.

5.3.3 DG_SECURITY_APPROVE_TEST_TABLES

1. Table_Name: The name of the depth related or point level table.

2. Table_Caption: The display name of the field, the Approve Tool will display the caption if a value
is entered, otherwise it will display the field name.

Approved_By_Field_Name: The name of the field which the Approved By value is to be written to.
Approved_Date_Field_Name: The name of the field which the Approved Date value is to be written
to.
Status_Field_Name: The name of the field which the Status value is to be written to.
Table_Order_of Appearance: Use this to set the order of the tables appear from top to bottom. The
numbered tables will take precedence, and the remaining unnumbered tables will be listed in
alphabetical order.
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534 Configuration Validation

The DG_SECURITY_APPROVE_POINT_KEY_FIELDS must contain PointID in the Field_Name. The Approve
Tool will not open if the PointID value is not found in the Field_Name field in this table. Non-existent field
names in the Field_Name field on this table will cause the Approve Tool to fail to load.

Invalid or Non-existent Table_Name, Approved_By_Field_Name, Approved_Date_Field_Name, Date_Field_Name or
Status_Field_Name in DG_SECURITY_APPROVE_MONITORING_TABLES or the
DG_SECURITY_APPROVE_TEST_TABLES library tables will cause the Approve Tool to fail to load.
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